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l. Introduction

While third-party cookies enable new web functionalities, it can also expose users’ browsing
history without users’ awareness. A person’s web history inevitably reveals personal
information, which could be maliciously exploited for economical and/or psychological harm.
Furthermore, users’ obliviousness impedes the use of market force to regulate these third
parties. To address this ecosystem deficiency, browsers should disable third-party cookies by
default — requiring users to explicitly "opt-in".

Il. How third-party cookies work and the associated economics

Third-party cookies enable modern web functionalities such as single-sign-on authentication
[1], web analytics [2], targeted advertisements [3], and social sharing [4]. They work by allowing
third parties1 to store and retrieve data (cookies) on the browser [5] [6]. The data may include
browsing pattern, identification information, transaction records, etc.

Figure 1 demonstrates the process.
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Figure 1: First and third party cookies
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Figure 2 shows a visit to www.slate.com triggering many third parties behind the scene [7].

Figure 2: A list of third party tracking sites on http://www.slate.com

These third parties can then analyze or trade the collected information for economic gains. For
example, Yahoo's ads network analyzes user history collected through first parties to display
targeted ads [8].

1. Arguments for an “opt-in” policy

First, according to recent polls, the majority of online consumers are not willing to be tracked.
According to a 2011 TRUSTe and Harris Interactive online survey [9], 78% of respondents would
not consent to website analytics tracking, 85% would not consent to web browsing tracking for
targeted ads, and 54% did not like online behavioral advertising. A 2013 TRUSTe survey [10]
further showed that when options are available, 68% of respondents refused to allow their
information to be shared with a third party and 52% would “opt-out” of online behavioral
advertising. Thus, browsers should default to the majority preference.

Second, enabling third-party cookies by default could cause privacy and security concerns. The
tracking information might be inadvertently leaked. For example, in 2010, Google reported a
data leak caused by “human error” [11]. In 2011, hackers gained access to names and email
addresses in Epsilon Data Management LLC's systems. This is a third party company managing
marketing campaigns for first party firms. According to The Wall Street Journal, “in the days
that followed, more than 40 companies—including J.P. Morgan Chase, TiVo and others—have
said that their customers were among the victims” [12]. Regrettably, the victims are often
oblivious to the involvement of third parties, and consequently do not know where to apply
market pressure (such as boycotting) to force a more transparent and responsible data
tracking.
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Finally, there is a precedent for an “opt-in” policy. In 2009 the European Union passed the E-
Privacy Directive legislation, which required websites to acquire visitor consent before installing
cookies [13]. By adopting a similar policy, United States citizens will be afforded the same level
of privacy and security protections enjoyed by the Europeans.

IV. Arguments against an “opt-out” policy

Proponents of an “opt-out” policy make several arguments. Each could be refuted.

First, the Interactive Advertising Bureau claims that an “opt-in” policy might break the
advertisement support model of internet companies [14]. However, according to Jonathan
Mayer [15], these effects could be mitigated with applications such as Adnostic [16] and Google
Ads Preferences.

Second, proponents claim users could always “opt-out”. However, in practicality, the process is
usually too difficult for average users. The opt-out option is often hidden and requires
additional personal information [17]. According to a 2011 TRUSTe Research and Harris
Interactive poll [9], only 37% of respondents consistently take steps to protect their personal
information online while 26% do not know how to enable protection.

Third, proponents assert that tracking data would enable more personalized advertisements,
which users prefer. However, surveys show that majority of users do not favor targeted ads.
According to a 2010 USA Today/Gallup poll [18], 61% of respondents think the use of targeted
ads to keep costs down is not justified, and 67% do not think targeted ads should be allowed. A
2012 survey by Pew Research [19] also found 68% of respondents dislike targeted ads because
they do not want their online behavior tracked and analyzed.

Finally, proponents maintain that tracking data is anonymous. However, identity and tracking
data could be correlated through various means. For example, first parties could sell their users’
identities to third parties, who could then associate their tracking data with these users’
identities [20] [21] [22].

V. Summary

Given the popular opinions and the harm that a security breach could cause, privacy should be
the default rather than optional. | would strongly advocate that the United States government
implement an “opt-in” policy, requiring browsers to disable third-party cookies by default.
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